Village of Greenwich, Ohio

CYBERSECURITY PROGRAM

Cybersecurity Policy
ORC 9.64

LOCAL OVERVIEW
This Cybersecurity Program / Policy is to protect the Village’s electronic information, computer systems,
and communications from unauthorized access, data loss, and cyber threats. This Policy establishes
minimum security standards appropriate for a small local government operation. This Policy applies to all
Village Officials along with any part-time or contracted staff. This Policy further applies to all computers,
email accounts, and information systems owned or managed by the Village. In addition, it also applies to
any personal devices used for official Village business (e.g., email, document access).

A. DEFINITIONS. Terms as used herein are defined as provided in ORC 9.64(A).

B. RANSOMWARE INCIDENT. See ORC 9.64(B)
A political subdivision experiencing a ransomware incident shall not pay or otherwise comply with a
ransom demand unless the political subdivision's legislative authority formally approves the payment or
compliance with the ransom demand in a resolution or ordinance that specifically states why the payment
or compliance with the ransom demand is in the best interest of the political subdivision.

C. PROGRAM SCOPE. See ORC 9.64(C)
The legislative authority of a political subdivision shall adopt a cybersecurity program that safeguards the
political subdivision's data, information technology, and information technology resources to ensure
availability, confidentiality, and integrity. The program shall be consistent with generally accepted best
practices for cybersecurity, such as the national institute of standards and technology cybersecurity
framework, and the center for internet security cybersecurity best practices, and may include, but are not
limited to, the following: _
(1) Identify and address the critical functions and cybersecurity risks of the political subdivision.
(2) Identify the potential impacts of a cybersecurity breach.
(3) Specify mechanisms to detect potential threats and cybersecurity events.
(4) Specify procedures for the political subdivision to establish communication channels, analyze
incidents, and take actions to contain cybersecurity incidents.
(5) Establish procedures for the repair of infrastructure impacted by a cybersecurity incident, and
the maintenance of security after the incident.
(6) Establish cybersecurity training requirements for all employees of the political subdivision; the
frequency, duration, and detail of which shall correspond to the duties of each employee. Annual
cybersecurity training provided by the state, and training provided for local governments by the
Ohio persistent cyber initiative program of the Ohio cyber range institute, satisfy the requirements
of this division.

D. INCIDENT NOTICE. See ORC 9.64(D)

Village Council, following each cybersecurity incident or ransomware incident, shall notify both of the

following:
(1) The executive director of the division of homeland security within the department of public
safety, in a manner prescribed by the executive director, as soon as possible but not later than
seven days after the political subdivision discovers the incident; and
(2) The auditor of state, in a manner prescribed by the auditor of state, as soon as possible but not
later than thirty days after the political subdivision discovers the incident.

E. INCIDENT RECORDS See ORC 9.64(E)
Any records, documents, or reports related to the cybersecurity program and framework in division (C) of
this section, and the reports of a cybersecurity incident or ransomware incident under division (D) of this
section, are not public records under section 149.43 of the Revised Code.

E. PROCUREMENT RECORDS See ORC 9.64(F)
Arecord identifying cybersecurity-related software, hardware, goods, and services, that are being
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considered for procurement, have been procured, or are being used by a political subdivision, including the
vendor name, product name, project name, or project description, is a security record under section 149.433
of the Revised Code.

F. BEST LOCAL PRACTICES
(1) IDENTIFY AND ADDRESS THE CRITICAL FUNCTIONS AND CYBERSECURITY RISKS OF
THE VILLAGE
a. No MFA on workstations or emails
b. No DMARC record

(2) IDENTIFY THE POTENTIAL IMPACTS OF A CYBERSECURITY BREACH.
a. Data loss or exfiltration
b. Operational disruption - system downtime affects staff and daily operation
c. Financial loss

(3) SPECIFY MECHANISMS TO DETECT POTENTIAL THREATS AND CYBERSECURITY
EVENTS.

a. MailProtector email security

b. Huntress

c. Sentinel One

(4) SPECIFY PROCEDURES FOR THE VILLAGE TO ESTABLISH COMMUNICATION CHANNELS,
ANALYZE INCIDENTS, AND TAKE ACTIONS TO CONTAIN CYBERSECURITY INCIDENTS.

a. Immediately report incident to supervisor

b. Immediately call ES Consulting

(5) ESTABLISH PROCEDURES FOR THE REPAIR OF INFRASTRUCTURE IMPACTED BY A
CYBERSECURITY INCIDENT, AND THE MAINTENANCE OF SECURITY AFTER THE INCIDENT.
a. Call ES Consulting
b. Contain by disconnect systems that are compromised and blocking malicious IP’s
c. Identify any affected assets, such as data
d. eradicate — patch any found exploitations or malware, reset credentials
e. If necessary, restore data from a backup

(6) ESTABLISH CYBERSECURITY TRAINING REQUIREMENTS FOR ALL EMPLOYEES OF THE
VILLAGE; THE FREQUENCY, DURATION, AND DETAIL OF WHICH SHALL CORRESPOND TO
THE DUTIES OF EACH EMPLOYEE. ANNUAL CYBERSECURITY TRAINING PROVIDED BY THE
STATE, AND TRAINING PROVIDED FOR LOCAL GOVERNMENTS BY THE OHIO PERSISTENT
CYBER INITIATIVE PROGRAM OF THE OHIO CYBER RANGE INSTITUTE, SATISFY THE
REQUIREMENTS OF THIS DIVISION.

1. FREQUENCY:

Elected Officials every term of office after election and each reelection.

Village Administrator, annually each calendar year.
Fiscal Officer annually each calendar year.

Chief of Police annually each calendar year, which may be satisfied with C.J.1.S. and
L.E.A.D.S. training*.
Police Officers annually each calendar year, which may be satisfied with C.J.1.S. and
L.E.A.D.S. training*.

Utility Clerk, annually each calendar year.
Utility Department employees every 4 years.

All positions shall complete training no later than 3 months after assuming their
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position.

*The cybersecurity training required herein may be satisfied by providing proof
of cybersecurity training required for other positions or employment.

2. DURATION:
All employees shall complete the general cybersecurity training which may be conducted
online for 1-2 hours. This training will be recommended by the fiscal officer. The
village administrator and fiscal officer may be required to take additional
cybersecurity training in addition to the training offered to all other employees.

3. DETAIL:
Training must be directly related to cybersecurity issues (as determined by supervisor) to
satisfy the training requirements established herein.
Proof of training shall be submitted by each official/employee to the Fiscal Officer and
maintained in the official/employee personnel file.

G. OTHER LOCAL PRACTICES
1. LOCAL ROLES AND RESPONSIBILITIES
Village Administrator:
Serves as the cybersecurity oversight officer and ensures compliance with this policy.

Fiscal Officer / Clerk:
Responsible for maintaining records, ensuring backups are performed, and following safe data
handling practices.

All Users:
Must use Village systems responsibly, report security incidents immediately, and follow password
and data protection rules.

2. ACCEPTABLE USE
Computers and email accounts are for official Village business only.
Personal use should be minimal and must not include downloading unapproved software or
accessing inappropriate websites.
Users must not share passwords or allow others to use their accounts.

3. PASSWORD AND ACCESS MANAGEMENT
Passwords must be at least 12 characters long and include letters, numbers, and symbols.
Passwords must not be reused or shared.
Enable two-factor authentication (2FA) for email and cloud services whenever possible.
Lock computers when unattended.

4. DATA PROTECTION AND BACKUP
All Village electronic files (meeting minutes, financial records, contracts, etc.) must be stored on a
secure cloud account (Microsoft 365).
Data backups should occur at least weekly.
Sensitive information (Social Security numbers, banking info) must not be sent via unencrypted
email.

5. EMAIL AND PHISHING AWARENESS
Do not click links or open attachments from unknown senders.
Verify unexpected messages from known contacts before responding.
Report suspected phishing or malware emails to the Village Administrator or Fiscal Officer
immediately.

6. DEVICE AND SOFTWARE SECURITY
Use only Village-approved devices and software for official work.
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Keep all devices and software updated automatically.
Install antivirus software and allow automatic scans.
USB drives should be scanned before use.

7. LOCAL INCIDENT RESPONSE
If a cybersecurity incident occurs (e.g., lost laptop, ransomware, suspicious email, data breach):
a. Disconnect affected devices from the internet immediately.
b. Notify the Mayor and Fiscal Officer.
c. Contact the Ohio Cyber Reserve or State of Ohio Cybersecurity Office for assistance.
d. Document the event and response steps.
e. Notify local and state law enforcement.

8. REMOTE ACCESS AND PERSONAL DEVICES
If working from home, use a password-protected Wi-Fi network.
Do not store official files permanently on personal devices.
Immediately delete local copies of official files after uploading to the secure Village account.

9. COMPLIANCE
Failure to comply with this policy may result in termination, disciplinary action, and/or loss of
system access.

10. ANNUAL REVIEW.
Village Council shall review this policy annually at its organizational meeting in January of each
year, and shall update it as needed to reflect new threats or technologies.

11. ACKNOWLEDGEMENT
All employees and officials must sign a statement acknowledging receipt and confirming that they
have read, understand, and agree to follow this policy.

2 ) p
Adopted and approved via Resolution No.: 2025-R-03 on the & '74/ day of J ent 2026.
2027 Annual Review, January , 2027 at Organizational Meeting of Council.

ACKNOWLEDGEMENT

I hereby acknowledge receipt of the Village of Greenwich Cybersecurity Program and Policy and hereby confirm
that I have read, understand and agree to this Cybersecurity Policy.
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Original to Personnel file
Copy to Official/Employee

Page 4 of 4
v2026-02-26 v3 Greenwich




